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The Virginia University of Science & Technology 
College of Cybersecurity 

Department of Cybersecurity & Informational Assurance 

Master Program Course Syllabus 

 
Course Title: Principles of Cybersecurity 
Course Number: CSIS 500 

Credit Hours: 3 

Term: Winter 2018 

Schedule: January 10 – March 28, 2018 

Meeting Day and Time: Wednesday 5:30 – 8:30 pm 

Teach Method: On Classroom          Distance Learning          Hybrid   

Prerequisite (s): None  

Class Room Location: VUST Tysons’ campus, classroom #2 

 

1. Faculty/Instructor Information 

 
Instructor: Prof.  Sean Wang 

 

 

Instructor Brief 

Dr. Sean Wang received a Ph.D. degree in Information Technology with a minor in 

Computer Science at George Mason University in May of 2003. Dr. Wang has about 15 

years of industry experience in database management, information security, application 

designs and developments, and data analysis. Dr. Wang also has over 12 years of teaching 

experiences in database management, cybersecurity, and web technologies & security 

analysis  at three universities in U.S.A.  

Office Location: Tysons’ campus instructor office 

Office Hours: Wednesday 8:30 -  9:30 pm  

Phone: 703-677-0196 

Email: Dr.SeanWang@vust.us 

Special Note: None 

 

2. Course Description & Objectives 

This course is the core of the cybersecurity program. It provides an overview of the topics in cybersecurity, 

which will be the basis for the other security-related courses in the CSIS.  

Students will be introduced to security elements, activities, concepts, methods, and procedures with 

emphasis on practical aspects of cybersecurity. Topics include security principles, threats and attacks, 

security models, security policies, access control, cryptography, network security, operating system 

security, software security, database security, mobile security, risk management and analysis, incident 

response, disaster recovery, privacy and ethics. 

Course Core Objectives:  

• assess the current security landscape, including the nature of the threat, the general status of 

common vulnerabilities, and the likely consequences of security failures; 

• critique and assess the strengths and weaknesses of general cybersecurity models; 
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• appraise the interrelationships among elements that comprise a modern security system, 

including hardware, software, policies, and people; 

• assess how all domains of security interact to achieve effective system-wide security at the 

enterprise level; 

• compare the interrelationships among security roles and responsibilities in a modern 

information-driven enterprise to include interrelationships across security domains (IT, 

physical, classification, personnel, and so on); 

• assess the role of strategy and policy in determining the success of information security; 

• estimate the possible consequences of misaligning enterprise strategy, security policy, and 

security plans; 

• identify and contrast the most common security standards and associated catalogues of security 

controls; 

• evaluate the trends and patterns that will determine the future state of cybersecurity. 
 

3. Required Textbook       
 

Goodrich & Tamassia, Introduction to Computer Security, ISBN: 9780321512949, Addison Wesley  
 

 

4. Recommended Materials  

 
Will be posted in class. 
 

 

5. Evaluation/Assessment & Grade Policy 

 

a. Courses Evaluation/Assessment Criteria  
 

Assessment Items Points Possible Note 

Participation (Attendance, Discussion & Chat)  20 points  

Homework, Assessments & Quiz 30 points  

Examination(s) 25 points  

Projects 25 Points  

Total: 100 Points  

 

 

b. Grade Scales  
 

Letter Grade Points /Percentage Note 

A 90 - 100 points / 90 -100% Excellent 

B 80 - 89 points / 80 - 89% Good 

C 70 - 79 points / 70 - 79% Pass 

D 60 - 69 points / 60 - 69% Failed and may grant to make-up 

F 0 - 59 points / 0 - 59% Total Failed 
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6. Topical Outline of Content to Be Covered 

 
Important Note: Refer to the course calendar for specific meeting dates and times. Activity and assignment 

details will be explained in detail within each week's corresponding learning module/topics. It should cover: 

 

1 Weekly schedule of topics  

2 Dates of exams and finals  

3 Due dates for writing assignments, research papers, projects, and presentations  

4 Required special events, e.g., computer lab visit, library assignments, field trips, etc.  

5 Include disclaimer: “Course schedule, topics, evaluation and assignments may be changed at the 

instructor’s discretion.” 

 

(Assignment Selection & Schedule May Be Subject to Change. Follow instructions in class for up-to-

date information.) 
 

Week Topic(s) Assessments & Notes 

Week One Introduction to Cybersecurity  Discussion 1 

Week Two Physical Security Assignment 1 

Week Three Operating System and Database Security Discussion 2 

Week Four Malware Assignment 2 

Week Five Network Security I Project Starts 

Week Six Network Security II Assignment 3 

Week Seven Web Security Discussion 3 

Week Eight Cryptography Assignment 4 

Week Nine Security Models and Practice Discussion 4 

Week Ten Distributed-Application Security  Project Presentation 

Week Eleven Final Review Final Exam 

 

 

 

7. Course Participation Policy 

Participation is essential to your success in this class. All students, no matter of in distance education 

courses or on classroom courses, you are required to participate all required activities as course required. 

This means that in order to get full credit for participation, you will have to complete your discussion 

assignments, lesson assignments and quizzes on a timely basis. Consistent failure to participate in class 

will result in being dropped from the course. 
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8. University Attendance policy  

The University uses the class method of teaching, which assumes that each student has something to 

contribute and something to gain by attending class. It further assumes that there is much more instruction 

absorbed in the classroom than can be tested on examinations. Therefore, students are expected to attend 

all regularly scheduled class meetings and should exhibit good faith in this regard. For detailed policy of 

attendance at VUST, please refer to the University’s Student Handbook and School Catalog.   

 

9. University Academic Integrity Policy 

Students are responsible for proper conduct and integrity in all of their scholastic work. They must follow 

a professor's instructions when completing tests, homework, and laboratory reports, and must ask for 

clarification if the instructions are not clear. In general, students should not give or receive aid when 

taking exams, or exceed the time limitations specified by the professor. In seeking the truth, in learning 

to think critically, and in preparing for a life of constructive service, honesty is imperative. Honesty in the 

classroom and in the preparation of papers is therefore expected of all students. Each student has the 

responsibility to submit work that is uniquely his or her own. All work must be done in accordance with 

established principles of academic integrity.  

 

10. University Withdraw Policy 

 
The University’s withdraw policy is approved by the State Council of Higher Education for Virginia 

(SCHEV) as following: 

 

A. Student choosing to withdraw from the course(s) after the commencement of classes is to provide a 

written notice to the director of the school.  The notice must include the expected last date of 

attendance and be signed and dated by the student. 

B. If special circumstances arise, a student may request, in writing, a leave of absence, which should 

include the date the student anticipates the leave beginning and ending.  The withdrawal date will be 

the date the student is scheduled to return to from the leave of absence but fails to do so. 

C. A student will be determined to be withdrawn from the institution if the student misses seven 

consecutive instructional days and all of the days are unexcused. 

D. All refund must be submitted within 45 days of the determination of the withdrawal date. 

 

Proportion of Total Program Taught by Withdrawal Date Tuition Refund 

Less than 25% 75% of program cost 

25% up to but less than 50% 50% of program cost 

50% up to but less than 75% 25% of program cost 

75% or more No Refund 
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